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Date Description

Report Period of 01/01/2022 - 31/12/2022

28/02/2022 Purged and reset password for user ID khairunnisak@didkedah.gov.my

08/03/2022 Created new account for new user by the name Mohamad Izwan Bin Mohd Omar -

email ID: izwan@didkedah.gov.my

20/03/2022 Created new email for Pengarah, Ir. Haji Nasser Bin Salim -

email ID: nasser@didkedah.gov.my

23/03/2022 Created new email for Projek Empangan Sabo -

email ID: empangansabo@didkedah.gov.my

23/03/2022 Created new email for Nurafida Binti Yaacob -

email ID: nurafida@didkedah.gov.my
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13/04/2022 Created new email for Mohd Azam Shah Bin Mohd Kassim -

email ID: azamshah@didkedah.gov.my
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25/04/2022 Discovered an account by ID syazwan@didkedah.gov.my being hacked and manipulated to spam. Whole domain of
didkedah.gov.my been banned from Gmail, Yahoo, Microsoft and other major email providers.

Attended to cleanup RBL - All except Gmail retain to deny incoming from domain didkedah.gov.my for a month.

05/05/2022 Personnel Zamri to send local email announcement about email services can only be used as is but cannot get to Gmail

and any other hosted services by the same company (eg water.gov.my)

30/05/2022 Created new email for Marzita Binti Ahmad -

email ID: marzita@didkedah.gov.my
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01/06/2022 Reset password for Mohd Zamri Bin Mohd Bashir with ID zamri@didkedah.gov.my

01/06/2022 Created new account for Muhammad Shukhri Bin Osman -

email ID: shukhri@didkedah.gov.my
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08/06/2022 Created new email for Muhammad Syahmi Adli Bin Muhamad Saad (Langkawi) -

email ID: syahmi@didkedah.gov.my

17/07/2022 There is a complain of email by ID nizamuddin@didkedah.gov.my that cannot be viewed/opened.

it found that the email has been spammed by thousands of messages.

Reset the account and purged all messages to be used anew.

After awhile checking, is
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20/07/2022 Staff from Langkawi complained about email being sent to contractors but most returned back into INBOX. After checking,
apparently the content of the email being blocked by most email providers (free like gmail/yahoo). Advised to change the
content and send again.
21/07/2022 Created new email for the following -
username: nizzati@didkedah.gov.my
realname: Nurul Izzati Binti Rozali
username: m.akmal@didkedah.gov.my
realname: Mohd Akmal Bin Shuib
username: khairulamir@didkedah.gov.my
realname: Khairul Amir Bin Ahmad
07/08/2022 A complained being lodged by staff in Kulim that email cannot be reached. After troubleshooting, it is found the problem is

intermittent.
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08/08/2022 Apparently after intensive troubleshooting, it is found the switch at Level 13 is faulty. When Zamri asked to reboot the switch

by hand, the connections runs smooth for a while, then back into intermittent.
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09/08/2022 Advised to change the switch and the current UTP CAT6 to fiber from Level 13 to Level 7.

31/10/2022 Advised to warn all users about incoming spam that states about password expiry. Users are to click on the icon "spam" to

add to cumulative spam pattern.
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03/11/2022 Advised to warn all users about incoming spam from the domain water.gov.my with virus-like attachment.
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<Mohamad Sofian bin Ani> sofia.. @ 348pMm
RE: jps.kedah@water.gov.my
See attached MAIL_1.zip PASSWORD 222 Th... ﬁ

<Rajaselvam A/L Govindaraju>r... @ 3:38PM
RE: jps.kedah@water.gov.my
Please see attachment for your scanned do... W

<IPMI Zon Utara> ipmiutara@wa... @ 11:42 AM
Re: jps.kedah@water.gov.my
Hello, Please see attached ZIP pass 9714 IP..  Y¥

<Mohamad Sofian bin Ani> sofia... @ 819 am
Fwd: jps.kedah@water.gov.my
Hi, Please see/review attached. Thanks arc... ¥

<Rajaselvam A/L Govindaraju>r.. @ 7:56 AM
Re: jps.kedah@water.gov.my
info_53921696.2ip zip password 037 Thanky.. T

noreply@dmarc.yahoo.com @ oct21
Report Domain: didkedah.gov.my Submi...

This is a report from Yahoo

noreply@dmarc.yahoo.com @ Oct21
Report Domain: didkedah.gov.my Submi...
This is a report from Yahoo

DMARC Report © Oct20
Report Domain: didkedah.¢
/ Compose [

06/11/2022 Zamri found anomaly of database mismatch - "wargajpskedah@didkedah.gov.my" with "Fazilah binti Abdul Razak"

Attended the low level db edit and all fixed.
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To.  wargajpskedah@didkedah gov.myf

Subject Fazilah binti Abdul Razak
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14/11/2022 Another type of spam being detected. Immediately advised to click on spam button once found.
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17/11/2022 Reset password for user ID atrahjamilah@didkedah.gov.my
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