
Melaksanakan Penyelenggaraan Server Email Selama Satu (1) Tahun di JPS Kedah - 2023
Report Period of 01/01/2023 - 31/12/2023

Date Description

17/02/2023 Found email anomaly through DMARC warning. After checking, it was indeed an incident - email ID khairulazhar has been

hacked, been accessed without proper authorization. The email/ID has been used to blast thousands of spams into the

Internet. Changed the password of the email and log shows as follow:

2023-02-17 15:14:38 login authenticator failed for (localhost) [46.148.40.51] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=inc@gov.my)

2023-02-17 15:14:41 login authenticator failed for (localhost) [46.148.40.176] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=korolev@localhost)

2023-02-17 15:14:43 login authenticator failed for (localhost) [46.148.40.176] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=triumph@localhost)

2023-02-17 15:14:45 login authenticator failed for (localhost) [46.148.40.51] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=francom@gov.my)

2023-02-17 15:14:50 login authenticator failed for (localhost) [46.148.40.91] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=mercado@localhost)

2023-02-17 15:14:52 login authenticator failed for (localhost) [46.148.40.139] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=gl11@gov.my)

2023-02-17 15:14:54 login authenticator failed for (localhost) [46.148.40.139] I=[172.16.1.2]:25: 535 Incorrect authentication

data (set_id=cp-ht-3@gov.my)

A very quick check on ARIN shows the subnet 46.148.40.x is from the country Iran.

23/02/2023 Found spam attempt from 2 originating subnets -

212.193.29.43/24

2.229.91.59/24

Added them into etc/host/host_reject.list

19/03/2023 En. Alif reported that email cannot be sent out to external email servers. Went through investigation and found out that TM

denied access to SMTP port (TCP 25). Immediately call 100 asking to rectify the issue pronto.
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Date Description

19/03/2023 Found out that pro@didkedah.gov.my has been hacked and used to spam from the local email server. Advised En. Alif to

reset the password and communicate with the overseer of the account, Ms Shatirah accordingly.

20/03/2023 Received a call from TM NOC (Network Operation Center) clarifying that the IP has been blocked from sending email using

port TCP 25. The matter has been in investigation as to 'what exactly happened'. As of the call, Mr Syed from TM NOC has

released the email IP from deny list as to resume email operation.

14/04/2023 Email ID muniroh@didkedah.gov.my has been hacked. Changed the password immediately and Informed personnel Aliff at

0713.

15/05/2023 Email ID fadhilahakmal reported by personnel IT Fauzi, Azmi, Hilmi been spamming. Reset password and observe for RBL.

03/07/2023 Incident report - the email ID webmaster@didkedah.gov.my has been successfully attempted from these IP addresses:

45.129.14.31

141.98.10.151

Once successful it was being manipulated to spam from these IP addresses:

102.140.117.215

102.164.248.88

102.219.204.16

102.219.205.187

102.39.50.99

102.64.75.14

102.69.176.147

103.103.131.128

103.104.215.158

103.107.248.77

103.109.168.222

103.112.159.251

103.113.106.211
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Date Description

103.114.88.37

103.115.128.14

103.118.46.77

103.118.47.254

103.121.107.252

103.12.161.145

103.122.84.20

103.122.84.62

103.127.23.252

103.132.3.54

103.135.135.196

103.139.223.158

103.140.231.250

103.140.31.136

103.141.71.45

103.142.192.54

103.147.119.3

103.147.64.52

103.148.94.90

103.151.74.86

103.154.217.114

103.157.162.66

103.157.210.179

103.159.155.234

103.163.83.122

103.165.108.202

103.165.165.2

103.166.197.42

103.166.32.78

103.168.234.38

103.172.17.7

103.174.18.20

103.18.76.70

103.194.184.18

103.199.18.128

103.200.35.178

103.20.3.81

103.212.181.99

103.213.239.126

103.215.164.10

103.216.49.30

103.216.51.154
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Date Description

103.229.46.53

103.230.63.202

103.231.172.106

103.239.147.250

103.244.7.218

103.247.122.7

103.253.154.184

103.28.242.214

103.28.243.141

103.38.182.174

103.38.182.194

103.38.182.30

103.38.4.190

103.41.212.213

103.47.238.240

103.6.133.146

103.63.190.112

103.65.192.115

103.65.195.45

103.65.195.66

103.69.70.194

103.87.139.22

103.90.177.102

103.93.177.98

104.131.212.234

104.200.140.66

104.220.13.119

105.214.7.248

105.96.10.201

109.166.185.182

109.196.12.221

109.70.1.199

109.98.208.42

110.164.176.153

110.172.191.82

110.235.249.178

110.44.122.90

110.76.147.18

110.77.138.235

111.118.147.123

111.118.148.221

111.14.218.26
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Date Description

111.22.108.103

111.221.6.102

111.23.119.189

111.39.206.23

111.53.167.70

111.68.31.134

111.90.178.214

112.115.191.43

112.26.95.12

112.46.141.230

112.51.98.101

113.125.166.57

113.161.33.130

113.161.92.79

113.169.155.172

113.175.199.75

113.180.42.46

113.193.240.214

114.132.45.222

114.132.56.16

114.79.146.156

115.127.65.18

115.22.67.5

115.238.94.18

115.79.59.196

115.84.76.125

115.84.77.145

115.84.91.138

115.84.91.143

115.84.91.153

115.84.91.167

115.84.91.174

115.84.91.192

115.84.91.250

115.84.92.211

115.84.92.68

115.84.99.201

115.84.99.94

116.104.162.79

116.104.35.96

116.107.190.214

116.107.238.115
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Date Description

116.118.0.217

116.118.3.29

116.118.6.251

116.212.180.171

116.6.56.66

117.186.11.218

117.241.135.164

117.241.135.175

117.242.47.68

117.247.231.163

117.248.107.5

118.179.216.113

118.182.119.73

1.182.192.80

118.69.35.69

118.71.66.50

119.148.23.250

119.159.234.127

119.96.241.58

120.232.182.13

120.32.50.50

120.57.37.156

120.57.40.38

120.57.46.205

120.57.47.63

120.77.2.252

12.182.4.106

122.14.250.16

122.154.48.106

122.165.181.165

122.187.225.66

122.187.229.104

12.236.145.203

123.24.70.57

123.28.136.221

124.167.20.103

124.167.20.113

124.167.20.115

124.167.20.80

124.167.21.95

124.248.184.193

124.248.184.254
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Date Description

124.88.248.142

128.201.165.91

128.201.167.77

128.201.167.88

131.0.88.142

131.108.233.193

134.0.204.182

134.0.204.190

134.0.204.194

134.0.206.186

134.122.253.125

134.122.253.67

134.122.255.106

134.209.7.100

134.236.151.43

138.0.116.240

138.117.43.50

138.122.76.48

138.185.35.161

138.186.236.14

138.59.142.229

139.194.161.89

139.194.241.2

139.214.92.142

139.5.159.33

139.5.159.40

140.238.50.215

141.164.96.145

14.161.24.24

14.161.69.205

14.161.74.253

14.161.77.154

14.161.78.105

14.162.146.186

14.167.98.6

14.170.218.239

14.177.143.173

14.177.172.94

14.177.207.249

14.226.121.249

14.226.222.33

14.226.228.229
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Date Description

14.226.228.25

14.226.229.111

14.226.231.217

14.226.249.75

14.226.250.2

14.241.238.176

14.248.135.13

143.137.87.161

143.208.151.131

147.75.124.228

149.54.6.154

154.159.244.35

154.159.246.4

154.72.72.202

154.72.85.246

156.59.51.112

159.192.190.172

159.192.74.14

160.19.142.246

161.8.178.101

164.163.214.10

165.154.70.168

165.16.34.165

168.167.55.106

168.195.186.131

170.106.179.191

170.239.246.143

170.239.247.220

170.245.201.171

170.254.252.20

171.224.240.95

171.226.239.238

171.236.130.16

171.236.137.236

171.237.175.234

171.237.91.17

171.241.183.47

171.242.90.15

171.249.78.173

171.249.78.176

171.250.40.218

175.100.89.247

Provided by: Muhammad Najib Abdul Mukthi Melaksanakan Penyelenggaraan Server Email Selama Satu (1) Tahun di
JPS Kedah - 2023

Page 8 of 16

Soul Katana Enterprise
5014B Tingkat Satu Rumah Kedai Taman PKNK,
Jalan Tun Razak,
05250 Alor Setar,
Kedah, Malaysia.

T: +60 4736 4736
E: info@aloqstaq.com

W: www.aloqstaq.com
I: aloqstaqcom

Registered in Malaysia
Company Reg No: AS0379631-U

Generated at 



Date Description

176.106.121.203

176.118.52.129

176.236.112.90

176.236.76.81

177.101.2.233

177.11.138.194

177.125.21.1

177.129.208.58

177.135.97.82

177.184.190.210

177.203.153.25

177.52.247.201

177.93.160.58

178.16.95.199

178.216.26.132

178.219.104.224

179.108.89.106

179.191.231.14

179.235.204.123

179.33.2.253

179.40.16.141

179.97.46.34

180.166.198.138

180.211.186.22

181.176.174.95

181.193.55.246

181.204.237.234

181.205.246.42

181.233.91.150

181.48.193.42

181.49.129.22

181.49.212.122

182.253.34.137

183.87.217.222

183.87.63.126

183.88.32.198

185.101.130.33

185.140.108.59

185.149.196.91

185.187.48.159

185.221.253.91

185.242.234.51
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Date Description

185.34.17.66

185.36.81.95

185.40.51.74

185.53.229.176

185.6.9.159

185.6.9.170

185.94.89.208

185.94.89.227

185.94.90.221

186.103.148.138

186.159.115.81

186.159.3.225

186.179.100.0

186.179.105.210

186.183.159.194

186.195.160.70

186.211.251.146

186.224.29.74

186.232.119.1

186.232.48.196

186.237.137.25

186.56.31.12

186.65.103.76

186.96.126.191

187.16.49.230

187.60.33.218

187.87.174.54

187.95.136.46

188.166.45.97

189.85.17.18

190.119.75.90

190.241.187.130

190.93.221.234

191.102.120.255

191.102.83.121

191.102.83.122

191.102.83.126

191.243.147.6

191.243.149.210

191.37.68.153

191.92.144.107

191.97.10.193
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Date Description

192.141.200.226

192.145.213.213

192.147.231.106

192.162.237.50

192.186.135.58

192.3.84.143

193.105.62.180

193.108.6.204

194.147.164.10

194.150.171.242

194.31.38.94

194.44.246.130

195.135.228.201

195.189.249.154

195.82.103.103

196.216.10.114

196.216.49.46

196.216.66.218

196.3.99.170

197.155.92.138

197.234.38.54

197.237.48.185

197.243.232.221

199.66.156.110

200.11.105.6

200.146.229.129

200.192.248.38

200.195.229.215

200.25.254.175

200.32.105.86

200.35.183.94

201.159.121.141

201.174.82.2

201.182.92.14

201.20.118.139

201.20.84.10

201.20.88.31

201.240.108.174

201.240.108.178

201.75.105.247

201.76.164.237

202.137.134.236
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Date Description

202.137.134.8

202.137.154.11

202.137.154.130

202.137.154.137

202.137.154.172

202.137.154.249

202.137.154.83

202.137.155.209

202.137.155.22

202.137.155.97

202.142.157.250

202.158.96.98

202.166.198.77

202.178.115.90

202.43.161.222

202.61.164.240

202.62.55.29

202.62.55.91

202.78.206.130

202.84.74.16

203.161.25.248

203.176.135.155

203.189.156.74

203.192.246.110

203.210.84.220

203.217.146.10

203.77.230.26

203.77.254.10

203.99.100.81

206.214.40.242

206.84.230.67

210.56.7.38

211.24.105.69

212.225.238.244

212.225.247.42

213.25.46.9

216.177.141.39

2.176.107.80

2.179.129.78

218.2.101.210

218.75.78.106

218.82.112.44
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Date Description

218.89.222.81

219.134.240.102

219.142.106.107

220.179.255.54

221.13.140.170

222.179.42.134

222.252.116.95

222.253.131.90

222.254.162.238

222.254.170.199

222.254.171.253

222.254.172.214

222.254.213.22

222.74.207.34

222.75.12.66

223.113.241.220

223.113.73.226

223.27.83.106

24.164.58.61

27.147.218.26

27.66.116.72

27.74.248.0

31.134.96.139

31.202.53.50

31.210.225.135

31.42.167.44

36.66.203.185

36.66.210.39

36.67.143.221

36.88.103.122

36.88.12.10

36.88.25.221

36.88.29.26

36.88.31.74

36.88.42.209

36.91.131.93

36.95.129.199

38.104.165.242

38.130.38.34

38.130.46.72

38.177.176.72

38.32.73.170
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Date Description

38.75.43.195

41.33.160.174

41.60.107.193

41.60.123.12

41.60.252.182

43.139.28.157

43.143.29.18

43.153.70.188

43.163.209.75

43.225.213.50

43.229.94.219

43.230.192.222

43.246.142.10

45.176.243.96

45.179.200.142

45.180.244.196

45.187.32.66

45.191.106.73

45.201.134.15

45.224.216.146

45.231.242.2

45.231.88.54

45.232.108.31

45.232.18.156

45.234.223.181

45.5.152.126

45.64.178.20

45.85.186.240

43.153.70.188

43.163.209.75

43.225.213.50

43.229.94.219

43.230.192.222

43.246.142.10

45.176.243.96

45.179.200.142

45.180.244.196

45.187.32.66

45.191.106.73

45.201.134.15

45.224.216.146

45.231.242.2
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Date Description

45.231.88.54

45.232.108.31

45.232.18.156

45.234.223.181

45.5.152.126

45.64.178.20

45.85.186.240

45.93.31.89

46.219.78.147

46.236.65.66

46.29.224.18

46.40.60.108

46.55.211.225

46.98.196.245

5.154.22.242

5.154.22.248

5.206.236.130

5.239.240.121

5.28.35.196

5.28.35.46

5.61.203.35

58.215.212.174

58.250.36.51

58.40.67.190

59.152.102.195

59.97.204.13

59.97.204.213

60.171.135.254

60.172.193.61

60.223.247.218

61.184.176.231

61.2.25.218

61.247.179.126

61.247.179.62

62.220.116.74

63.166.164.194

64.124.191.100

64.124.229.162

66.44.168.69

67.207.139.126

68.183.89.219

74.118.204.79
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Date Description

77.48.136.127

77.52.39.226

78.26.253.251

80.63.107.90

82.117.199.206

82.129.17.246

82.194.17.61

82.200.235.134

8.40.252.12

85.114.97.18

85.121.204.112

85.121.204.165

85.122.180.235

85.62.5.150

87.107.144.115

89.44.32.158

91.225.203.225

91.226.112.138

91.232.241.194

91.241.39.159

93.118.121.184

93.175.248.98

93.175.249.123

93.175.249.236

93.175.250.64

94.20.136.109

95.142.87.35

95.170.201.34

Measure taken to clear all queues pertaining spam. IPs being added into blacklist by the /24.
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