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Perkhidmatan Penyelenggaraan Rangkaian Komputer Dan Server Selama Tiga (3) Tahun Untuk
Syarikat Air Darul Aman Sdn Bhd (SADA) - SADA/OM/QS/002/11/2/2024

Report Period of 01/01/2026 - 30/06/2026
Date Description

13/02/2026 SELFCARE - Created a routine to grab name of accounts replacing blank column in payment_detail table

— ] —+ = id 1 payment code payment id accountno accountname amount datamart

[0 g7 Edit Fc Copy @ Delete 1200859 01 1199989 1100917625010 10.00 NULL

[ g7 Edit %¢ Copy @ Delete 1200858 01 1199988 3100225549015 LEE MEE KUEN 7.93 2026-04-13 23:46:19
[0 g7 Edit 3 Copy @ Delete 1200857 01 1199988 3100227297017 PATRICK PAUL BARNANAS 810 2026-04-13 23:46:19
[0 47 Edit 3¢ Copy @ Delete 1200856 01 1199987 4100849152013 MOHD NOR RAZEEMAN BIN ROSLI 7023 2026-04-13 23:4158
[ g7 Edit 3¢ Copy @ Delete 1200855 01 1199966 4100354604015 JATIM B LONG 46.40 2026-04-13 23:38:18
[ 47 Edit 3 Copy @ Delete 1200854 01 1199985 4100354604015 JATIM B LONG 46.40 NULL

[0 4 Edit 3= Copy @ Delete 1200853 01 1199984 3300334390011 MOHD ZAINON B AHMAD 8.10 2026-04-13 23:36:02
[ g7 Edit 3cCopy @ Delete 1200852 01 1199964 2100531540010 MOHD NHAFIZ BIN MOHD ZAINON 40.40 2026-04-13 23:36:02
[0 7 Edit 3¢ Copy @ Delete 1200851 01 1199963 1300784600015 91.00 2026-04-13 23:35:10
[ 47 Edit 3cCopy @ Delete 1200850 01 1199982 3100468562010 85.00 2026-04-13 23:35:35
[ P Edit 3cCopy @ Delete 1200849 01 1199981 2100628334015 73.70 2026-04-13 23:34:52
[ o/ Edit %¢ Copy @ Delete 1200848 01 1199980 3100812647010 20.65 2026-04-13 23:33:16
[0 7 Edit %c Copy @ Delete 1200847 01 1199979 3100212981011 ANNAMALAY A/L KUPUSAMY 2360 2026-04-13 23:31:08
[ g7 Edit %c Copy @ Delete 1200846 01 1199978 3100875116012 AQHILATUL FARAHIN BINTI MOHD ZAMRI 20.48 2026-04-13 23:30:27
[J 47 Edit % Copy @@ Delete 1200845 01 1199977 1100792821018 FATIMAH BINTI YAAKOB 7125 2026-04-13 23:28:34
[ g7 Edit 3¢ Copy @ Delete 1200844 01 1199976 1100792821018 FATIMAH BINTI YAAKCB 7126 Nl

[0 4 Edit 3e 2 Delete 1200843 01 1199975 2100672408010 NUR AIN BINTI ABDUL HALIM 91.00 2026-04-13 23:27:56
[ g7 Edit 2 Delete 1200842 01 1199974 3100454202012 WHONG POH CHOON 75.30 2026-04-13 23:27:30
0 47 Edit 3¢ Copy @ Delete 1200841 01 1199973 2100181789012 2510 2026-04-13 23:27:47
[l &7 Edit 3cCopy @ Delete 1200840 01 1199972 1200716351011 MOHD NORAZLAN B ABU BAKAR 23525 NULL

0 47 Edit 3= Copy @ Delete 1200839 01 1199971 1100064677017 MOHD ZAHIR B MOKHTAR 98.80 2026-04-13 23:23:50
[ 47 Edit 3¢ Copy @ Delete 1200838 01 1199970 2500312480014 118.80 2026-04-13 23:21:22
[0 g7 Edit & Copy @ Delete 1200837 01 1199969 3100560867018 HASHIM BIN ABDUL AZIZ 14.60 2026-04-13 23:19:36
[ 7 Edit ¥¢Copy @ Delete 1200836 01 1199968 1200681301011 AZIZAH BINTI IBRAHIM 26.55 2026-04-13 23:19:58
[0 & Edit 3¢ Copy @ Delete 1200835 01 1199967 3100560867018 HASHIM BIN ABDUL AZIZ 14.60

22/02/2026 Update firewall firmware from 25.07.1-RELEASE to 25.11.1-RELEASE

23/02/2026 Personnel Amri reported hrc.sada.com.my cannot be accessed through HTTPS. Attended to the config file and fix pronto.
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28/02/2026 Configured OAuth2 with PHPMailer so every email related to online payment would go to the account
sada.onlinepayment@sada.com.my via SMTP server smtp.office365.com.
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28/03/2026 DNS server hosted at 10.1.2.3 keeps crashing after altering records. Configured new DNS service on 10.1.2.7 (new
primera) merged as shared services on the same server.
30/03/2026 Deployed both Primera and Selfcare onto the new server on 10.1.2.7
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10/06/2026 Viola M2M transfer to SADA HQ. Configuration prepared as follows:
Sever IP: 10.1.2.90/91/92
Subnet:255.255.255.0
Gateway:10.1.2.1
DNS Server:10.1.2.4
Public IP:58.27.58.175
10/06/2026 Request for M2M Server as attached
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58.27.58.175 2> 101291 58.27.58.175 >=> 10.1.2.92
ABB M2M Gateway NUC (Access Anywhere Secure Gateway)
Protocol Port  MName Protocol Port  Name
UDP & TCP 1194 TCP | 443]Access Anywhere
UDP & TCP 1185
UDP & TCP 1186 10.1.2.92 =»> 10.1.2.90
UDP & TCP 1157 OpenVPN SCADA Server
UDP & TCP 1188 Protocol Port  MName
UDP & TCP 1199 TCP | 8080]Access Anywhere
UDP & TCP 1200
UDP 1701 |L2TP-VPN
TCP 10000 |Web Ul
TCP 10022 | Admin SSH CLI
TCP 502 |Modbus
TCP 20000 |DNP
sgosse | rooamo
Firewall
UDPATCP 1194, 1195, 1196, 1197, 1198,1199,1200
ABB M2M Gateway Erjg;' 1';330
IP- 58.2758.175 IP:10.1.2.91 TCP 10022
TCP 502
TCP 20000
NUC
Access Anywhere TCP 443
Secure Gateway
IP-10.1.2.92
10/06/2026 Additional port requested to be configured at the firewall by M2M vendor.
58.27.56.175 ==x 0 10.1.2.91 58.27.58.175 === 10.1.2.92
ABB M2M Gateway NUC (Access Anywhere Secure Gateway)
Protocol Port  Name Protocol Port Name
TCP 22[SSH-VPN TCP | 443]Access Anywhere
UDP & TCP 1194
UDP & TCP 1195 10.1.2.92 »>> 10.1.290
UDP & TCP 1196 SCADA Server
UDP & TCP 1197| OpenVPN Protocol Port  Name
UDP & TCP 1198 TCP | 8080 | Access Anywhere
UDP & TCP 1199
UDP & TCP 1200 10.1.2.91 =»> 101290
UDP 1701|L2TP-VPN SCADA Server
TCP 10000 (Web Ul Protocol Port  Name
TCP 10022 |Admin 55H CLI| |TCP 502 |Modbus
TCP 502 | Modbus TCP 504 |Modbus
TCP 504 | Modbus TCP 7003 |Modbus
TCP 7003 | Modbus
TCP 20000|DNP
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